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E2.Al. Appropriate Use of DoDEA Information Technology Resources Terms and Conditions
for DoDEA Students
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E2.Al.11. Students will use DoDEA’s IT resources, including computers, electronic mail,
and Internet access, only in support of education and for research consistent with the educational
objectives of DoDEA

E2.A1.1.2. Students will respect and edbere to all of the rules govarming access to and use of
DoDEA'’s IT resources. :

B2.A1.1.3. Students will be polite in all electronic communication. Students will use
courteous and respectful language in their messages o others, Students will not swear, use
vulgarities, or use harah, abusive, sexual, or disrespectful language.

B2.A1.1.4. Students will not use DoDEA’s IT regources:
E2.AL14.]. Ty deliberately disrupt network nseby others. Therefore, students will not
send “chain letters” or “Broadcxst™ msssages th individusls or o lists of individuals.
E2.A1.1.42. To gain or attempt to gain unauthorized access to other computer systems.

E2.A1.1.43. To attempt to harm or destroy data of mother user, the Intemet, or any
other network. This includes creating or knowingly itting a computer virus or worm or
attempting unsuthorized access to files, computers, or netwarks (i.e., “hacking™).

E2.A1.1.4.4. To attempt to disable any IT security or suditing system.

E2.A1.14.5. To pursue private commercial business activities, including those
conducted on Internet sites such as eBay.

E2.A1.1.4.6. To create, access, download, view, store, copy, send, or knowingly receive
material that is illegal or offensive to others, such as hate speech or any material that ridicules -
others based on race, creed, religion, color, sex, disability, national origin, or sexusl orientation.

E2.A1.1.4.7. To create, access, download, view, store, copy, send, or knowingly receive
material that is obscene, pornographic, or sexually suggestive.

E2.A1.1.4.8. To participate in illegal or prohibited activities, such as those related to
gambling, illegal weapons, or terrorist activities. .

E2AL2. SECURITY OF DODEA IT RESQURCES

E2.A1.2.1. Security on any computer system is 8 high priotity. Students will notify a
teacher if they notice a security problem.

E2.A1.2.2, Suﬂmwiﬂoﬂymhmmmmiumﬂmthnmdwmhgoﬂ‘ﬁe
system promptly whea finighed. Actions performed uaing a student’s account will be considered
to have bean done by that stodent. It is the student’s responsibility to protect their account and
password. Students will not give their user passwords to other individuals,

E2.A13. PRIVILEGE OF USING IT RESOURCES

E2.A1.3.1. The use of the network is a privilege, not a right, and use which is inconsistent
with these Tesms and Conditions may result in the cancellation of student privileges.

E2.A1.32, Electronic transmissions, including electronic mail, are not private and individual
communications and systemn acceas will be monitored.

E2.A133. Students whio misuse DoDEA IT resources are subject to disciplinary messures
suuhuthoaexluaibedinDoDEARe:ullﬁonZOSl.l.“DmnkofDefmseBduuﬁon
Activity Disciplinary Rules and Procedures,” August 16, 1996. At the discretion of the principal,
fhemdmmxymmnﬁﬂmofnéhgbwﬁkﬂmmpmﬂymwhe
suspmdedorexpelledfmmsqul.

E2.A14. OTHER
If students have any questions sbout sppropriste computer use, they will ask their tc:‘cher.



